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Welcome to today’s most useful and practical one-volume introduction to
computer security. Chuck Easttom brings together up-to-the-minute coverage of
all basic concepts, terminology, and issues, along with all the skills you need to
get started in the field. Drawing on his extensive experience as a security
instructor and consultant, Easttom thoroughly covers core topics, such as
vulnerability assessment, virus attacks, hacking, spyware, network defense,
passwords, firewalls, VPNs, and intrusion detection. Writing clearly and simply,
he fully addresses crucial issues that many introductory security books ignore,
from industrial espionage to cyberbullying.
 
Computer Security Fundamentals, Second Edition is packed with tips and
examples, all extensively updated for the state-of-the-art in both attacks and
defense. Each chapter offers exercises, projects, and review questions designed to
deepen your understanding and help you apply all you’ve learned. Whether
you’re a student, a system or network administrator, a manager, or a law
enforcement professional, this book will help you protect your systems and data
and expand your career options.
 
Learn how to

Identify the worst threats to your network and assess your risks●

Get inside the minds of hackers, so you can prevent their attacks●

Implement a proven layered approach to network security●

Use basic networking knowledge to improve security●

Resist the full spectrum of Internet-based scams and frauds●

Defend against today’s most common Denial of Service (DoS) attacks●

Prevent attacks by viruses, spyware, and other malware●

Protect against low-tech social engineering attacks●

Choose the best encryption methods for your organization●

Select firewalls and other security technologies●

Implement security policies that will work in your environment●

Scan your network for vulnerabilities●

Evaluate potential security consultants●
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Understand cyberterrorism and information warfare●

Master basic computer forensics and know what to do after you’re attacked●
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From reader reviews:

Peter Tesch:

Within other case, little people like to read book Computer Security Fundamentals (2nd Edition). You can
choose the best book if you'd prefer reading a book. Provided that we know about how is important a new
book Computer Security Fundamentals (2nd Edition). You can add knowledge and of course you can around
the world by a book. Absolutely right, due to the fact from book you can learn everything! From your
country until foreign or abroad you will find yourself known. About simple point until wonderful thing you
could know that. In this era, we are able to open a book or perhaps searching by internet device. It is called
e-book. You should use it when you feel bored to go to the library. Let's study.

Elaine Kistler:

Reading a book tends to be new life style in this particular era globalization. With reading through you can
get a lot of information that will give you benefit in your life. Together with book everyone in this world
could share their idea. Ebooks can also inspire a lot of people. A lot of author can inspire their particular
reader with their story or perhaps their experience. Not only the story that share in the guides. But also they
write about the ability about something that you need instance. How to get the good score toefl, or how to
teach children, there are many kinds of book which exist now. The authors nowadays always try to improve
their ability in writing, they also doing some investigation before they write to their book. One of them is this
Computer Security Fundamentals (2nd Edition).

Gayle Stalder:

Spent a free a chance to be fun activity to do! A lot of people spent their leisure time with their family, or
their very own friends. Usually they doing activity like watching television, planning to beach, or picnic
inside park. They actually doing same task every week. Do you feel it? Do you want to something different
to fill your own personal free time/ holiday? Can be reading a book might be option to fill your free of
charge time/ holiday. The first thing that you'll ask may be what kinds of publication that you should read. If
you want to test look for book, may be the book untitled Computer Security Fundamentals (2nd Edition) can
be very good book to read. May be it is usually best activity to you.

Robert Lee:

As a university student exactly feel bored to be able to reading. If their teacher requested them to go to the
library in order to make summary for some reserve, they are complained. Just small students that has



reading's soul or real their interest. They just do what the trainer want, like asked to the library. They go to
generally there but nothing reading really. Any students feel that looking at is not important, boring in
addition to can't see colorful photographs on there. Yeah, it is being complicated. Book is very important for
you personally. As we know that on this period, many ways to get whatever we want. Likewise word says,
ways to reach Chinese's country. Therefore this Computer Security Fundamentals (2nd Edition) can make
you really feel more interested to read.
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